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Pregled novih funkcionalnosti
upravlja ko-nadzornih aplikacija

~automatizirane elektroenergetske  podsustave
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Centralizirani->raspodijeljeni

Upravljanje mikromre om

Novi funkcionalni zahtjevi

Razmjena informacija

Plug & play integracija

Standardizacija protokola
Semanti ko modeliranje

SCADA/DCS sustavi

Mikromre a

Razmjena energije

Upravljanje EES-om
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RTU, PLC, IED Ure ajDCS
Relativno velika Relativno mala
Raznorodna Ujedna ena
Relativno mala Vrlo visoka
Nedeterministi ki Deterministi ki
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Vertikalna Horizontalna
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acij -nadzornlh ure ajai apllkacuas
cillem dvosmjernog brljenosa procesnih podataka

» Integracijski ciklus

— Konfiguracija, ispitivanje, pustanje u pogon, koristenje, odr avanje
 Uobi ajene aplikacije

— SCADA

= bEs
 Naslije eni (engl. legacy) protokoli
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service
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service

Viseslojna struktura ' '

service

Integracijski preduvijeti

Tehnoloska i

platformska neovisnost

Dugotrajna odr ivost

Jedinstveni pristup




Market

. Enterprise
Iperation

Station

Generation

Transmission‘\A

Distribution

Zones

Field (Hierarchy)

Process
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Globalna p
Automatizacijska arhitektura
TehnoloSki neovisan pristup
Na ela upraviljanja

Razvoj prosirenja
IEC 61850 ed1.0

2004
TC 57 WG 10 ( )

Nove domene s

UCA 2.0 (1994)

IEC 101, DNP3
(1991 - 1993)

IEC 61850 ed2.0
(2015)
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horizontalna komunikacija
Tehnoloski neovisan model razmjene podatka
Semanti ka zna enja podatkovnih modela
Tehnoloska otvorenost i platformska neovisnost
Opisni jezik za konfiguraciju sustava (SCL)

IEC 61850 ed1.0 \
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Centralized generation

Wind Power Plants
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"'

Distributed Energy
resources

Battery Systems
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Electric Vehicle Supply
Equipement

Substation Substation
] IEC 61850 ed1.0 v, \_ IEC 61850 ed1.0)
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IEC 61850-90-5

Battery Systems

IEC 61850-90-9

IEC 61850-80-1
IEC 61850-90-2

1§

\ Substation

DA
IEC 61850-90-1
IEC 61850-90-4

Substation

Wind Power Plants

Distributed Energy
resources

Electric Vehicle Supply
Equipement
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« Certificirani sustav - razina A (Ed.1 i Ed.2)

« |EC 61850 EuZNEE=tE:

UCA IEC 61850 Certificate
ke o Level A'

No. ZE 14 09 89991 001

o« 1. SCADA sustav u svijetu

Issued to: Fox e dienl system

KONGAR INZENJERING ZA PROZA NET IECS1850 client
ENERGETIKU | TRANSPORT D.D. 5,

Fallerovo sefaliste 22 g5

HR-10000 Client Application

ESIEEH Hardware: PC Lenovo W520 with Windaws
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e In enjering alati (SCL Tool)
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TOV S0D Product Service GmbH
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Vlastiti razvoj
Fleksibilnost primjene
Regionalni lider

ViSe od SCADA sustava

()
prozaniet
KONCAR
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PROZA NET — Arhitektura sustava

Komunikacijski podsustay =~ ,------mmmm s o e

Upravljanje procesnim
[ Process Controlier | PROZANET Client PROZANET Editor

Editor
database
Advanced

Slo ene analiti ke funkcije
Management Systems W‘

Razvojno okru enje i G G

podacima

A
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Historian
A 4 database
Process Client Process Server |
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Real-time
database
Configurator
Event Server

Q Communication 0
gateway
Event
0 database

Napredna grafi ka su elja

A

Povijesna baza

Integracija s vanjskim

komponentama
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Trafostanice i upravlja ki centri

Hijerarhijska upravlja ka arhitektura

Redundantni sustavi 0 = %) Q

Ure aji razli itih

proizvo a a

Raznolikost protokola

Naslije ena oprema

IEC 61850

X IEC 101/ IEC 104
IEC 104 IEC 104 ,rq]hT

IEC 101
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Upravljanje obnovljivim izvorima energije

Nove arhitekture
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Heterogenost

Slo enost

Promjenjive topologije

__________

Dinami ko pravljanje

Plug-and-play




PROZA NET — Energy Management System

TopoloSki procesor

Estimacija stanja
1
Prora un tokova snaga ? mrete

Prora un kratkog spoja

Analiza sigunrosti

Upravljanje proizvodnjom (AGC)
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SkladiSta podatka (DWH) I e S
T
Market Management l mreze | > SA

System (MMS)
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PROZA NET - Video nadzor

* Video nadzor industrijskih postrojena
* Integracija video kamera u SCADA sustav

e ONVIF video standard

"8 e

Trafostanice

Communication
gateway
N
4
A
N . 2'

Proizvodnja

i
\
o q
I: N
|
|
|
v
\ /

Vjetroelektrane




PROZA NET — SNMP

 Nadzor mre ne opreme
« Alarmiidoga aji

« SCADA integracija

* Napredni monitoring
 Analiza rada opreme

* Preventivno odr avanje



PROZA NET — Mobilna SCADA

 Real-time osvje avanje

procesnih podatka
 Web-based HMI
 Mobilna aplikacija

 Prikaz i analiza grafova



PROZA NET - Informacijska sigurnost

Sigurnost SCADA aplikacija
TSL/SSL/RBAC/SNMP
ENISA 2014 (CERT)

IEC 62351 (WGL15)
CEKOM - SCADA sigurnost



PROZA NET — OS4ES

 Open System for Energy Services (OS4ES)
e FP7 STREP - 36 mjeseci

 Budget - 4.6M£€

9 partneraiz 6 zemalja

o Koordinator - FGH e.V
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PROZA NET — OS4ES

e Posredni ka platforma
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PROZA NET — OS4ES

Control Center - DSO
Control Center - TSO (SCADA/DMS/OMS/GIS)
(SCADA/EMS/MMS)

Nova generacija N | s et
IEC 61850 sustava < = = N

IEC 61850 Server / EC 61850 Server / 9

XMPP Client XMPP Client

|IEC 61850 Server /
XMPP Client

Cloud-based SCADA

Analiza velikinh skupova

IEC 61850 Server /

podataka XMPP Clont

IEC 61850 Server /

. . lient
Monitorin ) e
g IEC 61850 Server / - \
XMPP Client |EC 61850 Server / o,
D

. Solar panels XMPP Client
ure aja

Virtual Power Plants

Wlnd Power Plants

Smart customer



PROZA NET — ProSirena stvarnost

* Prosirena stvarnost industrijskih postrojena
* Primjena mobilnin i Hololens ure aja

e Vuforia & QR markeri

Transformatorska stanica SCADA sustav
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Pametni telefon
Transformator






